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IT Security Engineer
Skills
Security = SIEM/SOC Technologies (RSA NetWitness; RSA Archer; IBM QRadar), scenarios and
declination as use cases (EPL, Rules, ETSI);
= Application Security (OWASP Top 10; OSSTMM);
= Vulnerability Testing (Kali Linux; Metasploit; Nmap; L3af; Nessus);
System =  Unix Administration (CentOS / Debian);
= Windows Administration (Server 2003/2008/2012);
= Virtualization (VMware ESX);
Databases = Database design (Merise; UML);
= Database administration (MySQL, PostgreSQL, SQLite);
Networking = Router/Switch Administration (Addressing plan; Dynamic routing; VLAN; Contexts/VRF);

Programming

Certifications

Languages

= Security Architecture (SIEM; Optical splitters & Links Aggregation);

=  Object-Oriented (Java, C; C++; C#, Python);
=  Functional (PHP, JS);
=  Frameworks (.NET, Symfony2, jQuery);

= TOEIC: 855/ 990;
= Cisco CCNA 1-2;
= Fortinet Network Security Expert Level 4;

English (Fluent, two diplomas obtained in english-speaking countries);
Spanish (Basic);

Italian (Basic);

French (Native).

Professional Experience

2016 — Present

April — June 2013

2009 — 2015

IT Security Consultant, SOGET], lle-de-France:

= Credit Agricole: Run SOC — Security Analyst L1 & L2;
Incident management, Process creation, Reporting, Continuous Amelioration.

= Enedis: Build SOC (Proof of Concept) — SIEM Integrator, Expert SOC Analyst Junior;
Exploitation/Architecture/Integration Files Writing, Appliances and Virtual Instances
Configuration, Physical Integration in Datacenter.

= PSA Group: Build & Run SOC (Pilot Project) — Security Analyst L3;
Exploitation / Integration / Processes, Automation, Remediation procedures for L1 & 2.
Analyst dedicated on-site; Linking agent with SOC teams (remote). Reporting / Syncing.

Placement as Network Administrator, Higher Technology Institute, Antsiranana, Madagascar
= Digital Working Environment integration (Moodle) and plug-ins development

=  Online whiteboard integration (OpenMeetings)

= CMS integration (Joomla) with all different solutions above

Web development Freelancer (in parallel with my studies):

= Showcase websites for small businesses (vacation accommodations);

= Online betting platform, eCommerce websites — PHP or JS Frameworks (jQuery/Symfony2)
= Events and Team management solutions — Symfony2, AJAX, REST APIs

Education & Qualifications

2014 - 2015
2013 - 2014
2011 - 2013

MASTER of SCIENCE ETHICAL HACKING and COMPUTER SECURITY with Distinction.
= Final Thesis: Man-in-The-Middle Attacks & Countermeasures Analysis.

Bachelor Sciences & Techniques of Information & Communication.
= One year exchange at AMK, Oulu, Finland (University of Applied Sciences).

Diploma of Higher Education Networking & Telecommunications.
= Network/System Administrator, Dynamic Routing, VolP/TolP, Digital signal processing, Mobile
/| Enterprise Telephony, RNIS and Web Services.



Other Information

Associations

Sports
Interests

Traveling
I

References

Professional

Academic

Active member of Students Office, Member of the Hacking Society (IUT Annecy), and of the Ethical

Hacking Society (Abertay University), M.Sc. class representative.

Cycling, diving, sailing, winter sports, climbing, archery, handball, volleyball.

Computer, technology watch, programming, music, economy, traveling.

Belgium, England, Finland, Italy, Madagascar, Morocco, Netherlands, Romania, Scotland,

Slovenia, Spain, Sweden, Switzerland, The Vatican, Tunisia.

Jérébme Desbonnet

Cap Gemini — SOGETI

Chief Technology Officer
Jerome.Desbonnet@sogeti.com

Gérard Tremolada

IUT Annecy — Networking & Telecoms
Division of IT Networks & Telecoms
Gerard.Tremolada@univ-savoie.fr

Grégory Scola-Grimaldi

Cap Gemini — SOGETI

Security Architect
Gregory.Scola-Grimaldi@sogeti.com

Dr Natalie Coull

Abertay University — Ethical Hacking
Division of Computing and Maths
N.Coull@abertay.ac.uk

Colin McLean

Abertay University — Ethical Hacking
Division of Computing and Maths
C.MclLean@abertay.ac.uk




